We propose an image-based method using Contourlet transform [5] 
INTRODUCTION
Recent studies have demonstrated that fingerprint biometric systems are vulnerable to spoofing [1] - [4] . Since these systems are extensively being used for authentication applications nowadays, it is imperative to enhance their security. This paper proposes an image-based method using recently introduced Contourlet transform to alleviate the problem of spoof fingerprint attacks. According to recent papers, wavelets are good in representing point discontinuities but are not suitable for representing smooth contours [5] . Wavelets can be used to represent point discontinuity in one dimension [5] . But, images in two dimensions have discontinuities along smooth contours [5] . So other ways of multiscale representation are required for images [5] . Do and Vetterli [5] proposed a new multiscale Contourlet transform to represent contours more efficiently than the wavelet transform.
Fingerprint is made of only contours of ridges flowing in various directions; hence Contourlet transform is more suitable for fingerprint processing than the wavelets. Therefore, our method uses Contourlet transform to capture intrinsic textural differences in real and spoof fingerprints for liveness detection.
A simple visual analysis of real and spoof fingerprint images (see Figure 2) shows that, these images exhibit textural differences clearly, which can be characterized by Contourlet transformbased texture features. For example, ridge lines of real fingerprint images exhibit random gray level variations, hence have low gray level uniformity. Unlike real fingerprint images, spoof fingerprint images (Fun-Doh and Gummy) exhibit minute grey level variations, hence have high gray level uniformity. Moreover, we found that the skin properties of real fingers differ from the spoof fingerprints showing variation in various fingerprint texture characteristics (ridge width, ridge distribution, gray level pixel values distribution, ridge frequency, ridge discontinuities, etc.) Figure 1 shows schematic of our Contourlet transform-based method to detect liveness. We apply Contourlet transform to decompose an image in various subbands of coefficients (details given in Section 3). We calculate Contourlet energy and co-occurrence signatures from Contourlet subbands to capture inherent textural intricacies of images. After dimension reduction with Plus l -take away r method [6] , we test both Contourlet energy and co-occurrence signatures independently on various classifiers: logistic regression (LR) [7] , support vector machine (SVM) [8] , alternating decision tree (AdTree) [9] and an ensemble classifier [10] . We then combine energy and co-occurrence signatures to get a fused signature and test it on an ensemble classifier. Overall classification rate obtained with an energy signature ranges from 93.18% to 97.41%. Similarly, overall classification rate obtained with co-occurrence signature ranges from 93.41% to 97.88%. Fused signature is found to yield higher overall classification rate 98.59% relative to individual energy and co-occurrence signatures. 
RELATED WORKS
Spoofing means fraudulent entry of an unauthorized person into a fingerprint biometric system by using a spoof (fake) fingerprint of an authorized person [1] - [4] . Liveness detection is one of the efficient countermeasures of anti-spoofing. Several liveness measures: temperature, odor, impedance and electrical conductivity of the skin, laser detection of 3-D finger surface and pulse, spectroscopy, skin perspiration, pulse oximetry, blood pulsation, E.C.G, skin elasticity, etc are proposed in the literature [4] , [11] , [12] . In wavelet-based liveness detection [13] , surface coarseness is treated as a kind of Gaussian white noise added to the images. Wavelets are first used to denoise images and then the noise residue is estimated [13] . Researchers [13] used standard deviation of the noise residue to indicate the texture coarseness. Methods using perspiration need finger to be placed on a scanner surface for 2 seconds (or 5 seconds) to capture perspiration details; hence these methods are slow [14] . Some other aforementioned methods need extra hardware to capture physiological information for liveness detection [4] . Our proposed method alleviates these problems as it needs only one fingerprint and no extra hardware to detect liveness.
PROPOSED APPROACH

Real, Fun-Doh and Gummy fingerprint databases
Fingerprint images are acquired from 185 real (live), 90 Fun-Doh and 150 Gummy fingers using Secugen optical fingerprint scanner (Model-HFDU01). Casts and moulds of spoof fingers are made using different combinations of artificial materials. We use various materials: plumber's putty, dental impression materials, soft plastic, playing clay, RTV silicone, etc to create casts of the spoof fingerprints [15] . We use playing clay (e.g. Fun-Doh) and Fevi-gum to create moulds of "Fun-Doh" fingers and "Gummy" fingers, respectively [15] . We create spoof fingers for the same set of persons whose real fingerprints are in our database. Figure 2 shows parts of real, Fun-Doh and Gummy fingerprint images of one finger. 
Contourlet transform: a brief review
Contourlet transform, also called pyramidal directional filter bank (PDFB), proposed by Do and Vetterli [5] efficiently represents contours and texture of an image. Contourlet transform consists of two steps: multiscale decomposition and the directional decomposition [5] . These steps expand an image using basic elements like contour segments, hence named the Contourlet [5] . Contourlet effectively capture the intrinsic contours in fingerprint images.
Energy and co-occurrence signatures extraction
We apply Contourlet transform at various pyramidal and directional levels to extract features [5] . We found that, features obtained with two pyramidal levels with one decomposition level at each pyramidal level yield the highest discriminating power (see Table 1 ). Hence, we decompose an image using two pyramidal levels with one decomposition level at each pyramidal level to get five subbands (one low pass and four directional band pass subbands) [5] . We do not use low pass subband because it does not contain high frequency texture information useful to detect liveness. We compute energy and mean deviation features [16] Table 1 ). Hence, we use 1 = d and 0 45 = θ to compute GLCM for each directional subband. We then compute 13 texture features from each GLCM: angular second moment, contrast, correlation, sum of squares, inverse difference moment, sum average, sum variance, sum entropy, entropy, difference variance, difference entropy, information measures of correlation (two features) [17] and concatenate them to get Contourlet co-occurrence signature of the size 52 (4 directional subbands × 13 texture features from each).
Plus l -take away r method
For downsizing features, we use Plus l -take away r method [6] which is a combination of Sequential Forward Selection (SFS) and Sequential Backward Selection (SBS) feature selection methods [6] . In Plus l -take away r method Sequential Forward Selection (SFS) is applied l times which is then followed by r steps of Sequential Backward Selection (SBS) [6] . Forward and backward selections are repeated until the required numbers of features are obtained [6] . Therefore, If l > r it results in forward method and if l < r it results in backward method [6] .
EXPERIMENTAL RESULTS
Classification results
We test Contourlet energy and co-occurrence signatures independently on various classifiers. First LR classifier is chosen, as it is simple, fast and more accurate. It is a statistical model suitable for probabilistic binary classification [7] . SVM is a state-of-the-art classifier, so it is selected as a second classifier [8] . Third, an AdTree classifier is also used. An AdTree classifier is a combination of decision trees with boosting. It is widely used for pattern classification problems [9] . 10 fold (default) cross-validation results obtained with these classifiers are reported in Table 1 . We observe that performances of both energy and co-occurrence signatures on all the three classifiers are promising. We found that for both energy and co-occurrence signatures, LR classifier provide best results (see table 1 ). Hence, we select LR classifier and use it as a base classifier (weak learner) to build an ensemble classifier (strong classifier). We use the "Bagging" algorithm [10] to fuse a stack of "K" (K=25) base classifiers (i.e. LR classifier) using the "Majority Voting Rule" [10] to get an ensemble classifier. We found that an ensemble classifier provides better results than the other classifiers. Next we fuse energy and co-occurrence signatures to get a fused signature and test it on an ensemble classifier. We found that fused signature enhances accuracy up to 98.59%.
We also perform cross-validation testing of a fused signature on an ensemble classifier by varying the number of folds (N). Moreover, we test a fused signature on an ensemble classifier by varying the value of "percentage data split" for training. In this testing option, a database is split in two parts. Certain percentage of a database is used for training and rest is held out for testing. Overall classification rates found with above testing methods are reported in Figure 3 .
The experiments are performed on Pentium-4, 2.8 GHz Processor with 2 GB RAM, running Windows XP. Time required for energy and co-occurrence signatures extraction is 0.0165 seconds and 0.968 seconds, respectively. Thus, energy signature is computationally efficient. 
Comparison with related work
We select two liveness detection methods for comparison. First is our curvelet-based method [18] and second one is Abhyankar and Schuckers' single-image-based method [19] using wavelets and fuzzy-c-means classifier. We implement the method in [19] and test it on our databases consisting of both real and spoof fingerprint images. We found that the method [19] provides 97.33% accuracy. We found that (see Figure 4 ) our proposed features (energy, co-occurrence and fused) using recent Contourlet transform clearly outperform wavelet-based method [19] . However, curvelet-based co-occurrence features [18] yield slightly more accuracy than the Contourlet-based co-occurrence features. The performances of energy features for both the tools: Contourlet and Curvelet are found to be the same.
CONCLUSIONS AND FUTURE DIRECTIONS
We present a new Contourlet-based method using textural features (energy and co-occurrence signatures) to detect liveness in fingerprint biometric systems. After dimension reduction using Plus l -take away r method, we analyze features using various classifiers: logistic regression, SVM, ADTree and an ensemble classifier formed using the "Bagging" ensemble method. Our fused signature (fusion of energy and co-occurrence signatures) is found to yield highest accuracy (98.59%). We found that our Contourlet-based method is more efficient than the related waveletbased method [19] . Also, our method needs only one image to detect liveness; hence it reduces the cost of a biometric system as no additional hardware is required. Following are some future directions:
1. One can work on efficient ways of modeling Contourlet coefficients to extract more distinctive texture information. 2. Selection of best GLCM parameters using optimization tools such as genetic algorithms is also possible.
